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Common Access Card (CAC) Login

PLEASE CHECK BACK OFTEN FOR UPDATES DURING THE
TRANSITION PERIOD.

Updated 11/15/16

Purpose / Scope

Starting 0Z on 11/01/16 all RDHPCS users with a CAC and logging in from Windows and Linux systems
are required to use CAC bastion authentication. This section is for those users who are required to
login via CAC. See: Logging in

Introduction

Background:

As part of HSPD-12 (Homeland Security Presidential Directive-12) and CITR-008 (Commerce Interim
Technical Requirement-008) and NOAA's Cyber Sprint objectives, GSD is pushing CAC (Common
Access Card) authentication and remote access compliance.

Presidential Directive (HSPD) -12, signed in 2004, is the basis for the federal government requiring the
use of Personal Identity Verification (PIV) access cards. NOAA chose the Department of Defense (DoD)
CAC Card as its specific PIV implementation, in part because CACs also satisfy NOAA/DOC policy, in
place since 2009 (CITR-008,
http://www.uspto.gov/about/vendor_info/current_acquisitions/gqpb_ms_att4.pdf), which requires a 2-
factor level of authentication for remote access. This mandate is the driving force behind CAC
enforcement for accessing RDHPC Systems.

Tectia SSH Solution:

The Tectia SSH Client software has been selected to meet the remote CAC logon requirements for the
RDHPCS program. One license has been purchased for each RDHPCS user (if you currently have a
RDHPCS RSA token).

The following features are being supported:

* Port forwarding

* X11 tunnelling

The following features are not being supported:

* Access to RDHPCS Systems from a system which does not have the ability to access a user's CAC
card directly.
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CAC Readers

Here are the four most common CAC readers. If you do not have a CAC reader for your Federal
desktop/laptop, request one from your IT system administrator or NOAA sponsor.

CAC-Tectia Setup Procedures

Host names for the CAC bastion Server in Boulder, CO

bastion-jet.boulder.rdhpcs.noaa.gov
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bastion-theia.boulder.rdhpcs.noaa.gov
bastion-gaea.boulder.rdhpcs.noaa.gov

Host names for the CAC Bastion Server in Princeton, NJ
bastion-jet.princeton. rdhpcs.noaa.gov
bastion-theia.princeton.rdhpcs.noaa.gov
bastion-gaea.princeton. rdhpcs.noaa.gov

The following OS specific sections (Windows, Linux, MAC) describe how to do the following:

* Download the Tectia software

*

Install the Tectia software on your local laptop or workstation

*

Install the license file on your local laptop or workstation

*

Configure the Tectia software

* Use the client software to connect to R&D HPC Systems

Setting up Tectia SSH Client for Windows

Requirements

* Tectia SSH should install on the following Microsoft Windows versions, but only those versions
supported by your NOAA IT department will be supported on your NOAA PC:

Microsoft Windows (x86)
XP, Server 2003, Server 2003 R2, Vista, Server 2008, 7, 8, 8.1

Microsoft Windows (x64)
Server 2003, Server 2003 R2, Vista, Server 2008, 7, Server 2008 R2, Server
2012, 8, 8.1, 10, Server 2012 R2

* In order to install the Tectia SSH Client, you must have the necessary administrator privileges on
your system. If you do not have this access then please notify your IT system administrator for
assistance.

* The Tectia Client installation requires about 140 megabytes of disk space.
* Your system needs to have a CAC reader.

Known Issues

* None at this time.

Installation
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The Windows installation package is provided in the MSI (Microsoft Installer) format. The same
package is compatible with the supported 32-bit (x86) and the 64-bit (x64) versions of Microsoft
Windows.

1) Download the Tectia client
Copy and paste this link into a new tab on your browser:
https://drive.google.com/open?id=0B_s-UDArdhpMNnFDYWFqQ2ZIZDg

You will have to login with your NOAA email username and password in order to be able to reach the
file. Once you have authenticated and the file is shown in your browser, click on the downloaded
button, located in the upper right corner of your browser.

2) Extract the installation zip file contents to a temporary location.

NOTE: the download package includes Tectia documentation .pdf files that you can use after the
basic install described here to learn more, customize, etc. Please review this documentation before
requesting help beyond the scope of this basic setup procedure.

3) Locate the Windows Installer file ssh-tectia-client-<version>-windows.msi (where <version>
corresponds to the version and build number, for example 6.4.10.123). On some Windows versions
the .msi file type is not shown for the installer file.

4) Double-click the installation file, and the installation wizard will start.

5) Click Next
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ﬁ' Tectia Client Setup 2
Choose Setup Type
Choose the setup type that best suits your needs I E c T ' n
Typical
Installs the most common program features. Recommended for
most users.
Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced

LISErS,
Complete
All program features will be installed. (Reguires most disk
space)
< Back ][ Mext = ] [ Cancel
6) Select Typical and click Next
ﬁ! Tectia Client Setup 29

Ready to Install
The Setup Wizard is ready to begin the Typical installation I E c T ' n

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

< Back ]I Instal | [ Cancel

b

7) Click Install
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14 Tectia Client Setup [i—E-J

Te CT l n Completing the Tectia Client

Setup Wizard

Click the Finish button to exit the Setup Wizard,

T

" 4

8) When the client is fully installed, click Finish.

9) You will now see 2 icons on your desktop. One is named “Tectia - SSH Terminal” and the second
one is named “Tectia - Secure File Transfer”.

10) Reboot your computer
11) Request a Tectia license

The Tectia software you just installed only has a 45 day evaluation license, and works for all RDHPCS
logons. To request an extended license, please email ONE help request to the help desk of the system
you use the most. Please use the subject “Tectia license request”.

Theia Users: Email help tickets to: rdhpcs.theia.help@noaa.gov
Jet Users: Email help tickets to: rdhpcs. jet.help@noaa.gov
Gaea Users: Email help tickets to: oar.gfdl.help@noaa.gov

12) Install the Tectia license. This step should be completed before your 45 day evaluation license
expires.

Once you have received your “stc64.data” Tectia license file via the help system, move the file to the
following location.

64-bit Windows versions

"C:\Program Files (x86)\SSH Communications Security\SSH Tectia\SSH Tectia
AUX\licenses"
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32-bit Windows versions

"C:\Program Files\SSH Communications Security\SSH Tectia\SSH Tectia
AUX\licenses"

Configuration

1) Double-click the “Tectia - SSH Terminal” icon on your desktop.

2) The following screen will appear.

=

|| Fle Edit View Window Help

dealmn m FEEReE G

“ [3 Quick Connect [ Profiles

Tectia - S55H Terminal &6.4.10.264

Copyright (c) 2000-2015 53H Communications Security Corporaticon
http://wwW.33h.com/

Evaluation periocd will end in 36 davs.

Mot connected - press Enter or Space to connect | | 95:27 I_ I_ I_ NUM

3) In the menu bar, select “Edit” > “Tectia Connections”.
4) Set your default username
In the sidebar menu select “General” > “Default Connection”

In the default “Connection” tab select “Specify user name”, and enter your user name. (your NOAA
nems email Firstname.Lastname, ex: John.Smith, see: https://ai.nems.noaa.gov/). Note: Your user
name is case sensitive. It MUST be exactly as it is in NEMS.

Select “Apply”
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~1-General

(S Default Connection
o Proxy Rules I\ .
Eigil;g Connection | Authentication | Ciphers I MACs I KEXs I Server I Tunneling |

—J-Connection Profiles
E----bastion-rngrnt.boulder.rdhpcs.no
E----basﬁon-mgmt.princeb:n.rdhpcs.r

Configure basic settings for the connection. New settings will take effect upon next login.

User Mame

) Use current user name
—I-User Authentication

tKeys and Certificates @ Specify user name Firstname.lastname
“-Key Providers
—-Server Authentication Network address family

E----Host Keys
;~CA Certificates Address family Select either IPv4, IPvS or any address family.
~~LDAP Servers
“-CRL Prefetch

- Automatic Tunnels

4a Optional: Set X windows forwarding

Select the “Tunneling” tab and check the two boxes shown below and click “Apply”

]

5) In the sidebar menu select “User Authentication” > “Key Providers” . Then select the “Enable
Microsoft Crypto API” check box. This is needed so you can view your CAC card certificates.

Select “Apply”

(=]

6) Set up a connection profile for each host name that you want to use. There are two bastions, one in
Boulder, CO and one in Princetion, NJ. It is highly recommended that you set up a profile from each
bastion for each RDHPCS system you need to use, as bastions are typically down during maintenance
periods.

Host names for the CAC bastion Server in Boulder, CO
bastion-jet.boulder.rdhpcs.noaa.gov
bastion-theia.boulder.rdhpcs.noaa.gov

bastion-gaea.boulder.rdhpcs.noaa.gov

Host names for the CAC Bastion Server in Princeton, NJ
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bastion-jet.princeton.rdhpcs.noaa.gov
bastion-theia.princeton. rdhpcs.noaa.gov
bastion-gaea.princeton.rdhpcs.noaa.gov

In the sidebar menu select “Connection Profiles”.
Select “Add Profile” in the lower left
In the “Connection” tab: Fill out the information for the host name you are adding

Enter the “Profile Name” you want to assign to the host name you are adding (ex: Jet-BLDR bastion).
Leave “Port number” =22.

Enter the Host Name from the list above.

Select “Apply”

To add another profile select “Add Profile” in the lower left, and repeat the above steps.
Select “OK” when finished setting up all profiles

An example profile is shown below for the CAC gaea bastion in Princeton. The port used (22) is
correct, as is the User Name selection (which can be set here, or just select the radio button next to
“User the Default Connection’s user name”

7} Tectia Connections Configuration - ®
F-General
Default Comnection Connection I Authenticaton | Ciphers | macs | Kkexs | Server | Proxy | Tumneing | wWindows | Colors | Termindl | FieTransfer | Favorite Folders |
-Proxy Rules
____Lugg:m Configure basic settings for the connection. New settings will take effect upon next login,
Clients Profile
(- Connection Profiles
bastion-analysis.o Profile name |bastion-gaea.p
bastion-gaea.b
gbastion-gaea Host
bastion-jet.b
bastion-jet.p Host name | bastion-gaea.princeton.rdhpes.noaa.gov Port number |22
r~bastion-mgmt.b
bastion-mgmt.p User Name
---basu.un—mewa.b " Use current user name
bastion-theia.p
E-User Authentication {* Specify user name [Robert.Goelz
i~Keys and Certificates " Use the Default Connection's user name
: y Froviders
£-Server Authentication vl
Host Keys
CA Certificates Compression [ <None> =]
i-LDAP Servers
piiiahivg Tunnel using profile [ <Mone > |
- Automatic Tunnels
Usage
This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels,
Groups
Profile does not belong to any groups. Edit groups ...
Test connection | Create Shortout
Add profile... | Add folder... Move... Delete
E v 1
b= | [ . oK | Apply ‘ Cancel | Help ‘
‘ ]

Setting Port Forwarding for each of the profiles:

This will be necessary if you are planning to do files transfers from non-NOAA domains, or if you are
planning to use Remode Desktop features such as FreeNX of X2go.

Please keep in mind the port numbers used for different bastions may be different, so be sure to get
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your correct port number to use in this set up by logging in that specific host.

e Select the “Tunneling” Tab

e Select “Use Defaults” so that it will use the X11 forwarding setting that were set in Default
Setting

¢ Select the “Add...” button

¢ |n the steps below, replace “12345” with the unique local port number assigned to you when
you login to Jet/Theia. Please note that port numbers are dependent on the host you are trying
to connect

e “Type”= TCP

e “Listen Port"= 12345

¢ Select “Allow local connections only”

e “Destination host”=localhost

e “Destination port”"= 12345

Click “OK”. This will populate the “Local Tunnels” tab in the configuration window as shown below:

(=]
Click “Apply” to save the profile

Repeat these steps for each of the profiles.
Using the Tectia SSH Client
1) Double-click the “Tectia - SSH Terminal” icon on the desktop.

2) Click on the “Profiles” button, and select the Profile Name for the SSH connection you want to
initiate

If this is your first time connecting from this local system the following screen will appear to accept
the host key.
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T Tectia ? >

Host key for the host "bastion-jet.boulder.rdhpcs.noaa.gov™ not found from
database.

The fingerprint of the host public key is:
Babble: “welid-famyk-vomyd-vidif-bovisradyrkazal-manus-fidev-cazyn-pyxyx”™
RFC4716: "c9:06:04:cf:e5:d3:07:e5:8e: 3 f2:c1:a6: 22: fhoda”

You can get a public key's fingerprint by running
%% ssh-+keyaen-g3 -F publickey.pub
on the key file.

Please select how you want to proceed.

" Cancel the connection.
" Proceed with the connection but do not save the key.

* Proceed with the connection and save the key for future use,

Ok

Select the 3rd option (“Proceed ... and save the key for future use.”) to save the key and select “OK".

3) When you get the WARNING BANNER, select “OK".

T) Tectia ? >

* WARNIMNG! *

* This is a United States Government computer system, which may be
* accessed and used only for official Government business by authorized *
* personnel. Unauthorized access or use of this computer system may *
* subject violators to criminal, dvil, andfor administrative action., *

* All information on this computer system may be intercepted, recorded, *
* read, copied, and disdosed by and to authorized personnel for =

* pfficial purposes, induding criminal investigations. Access or use
* of this computer system by any person, whether authorized or
* unauthorized, constitutes consent to these terms.

OK

4) You will be prompted to enter your CAC pin.
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-

1 ActivClient Legin

Actividentity

ActivClient

Flease enter your PIN.

FIM

Ok

Cancel

5) You should now be authenticated through the bastion and see the Welcome Screen for the RDHPCS

system. Example for Jet:

@ bastion-jet.p (profile) Tectia - 55H Terminal

File Edit View Window Help

[® Quick Connect [ Profiles HJDl@ @ | = E| o 1= :“3‘9‘

Tectia - SSH Terminal 6.4.10.264
Copyricht (c) 2000-2015 SS5E Communications Security Corporation
heop: / fww. 33h. com/

Licensed to Commercial Customer, N/A

Laat login: Wed Sep 21 2016 20:57:27 from 140.90.217.4

Welcome to the NOAR RDHPCS Infrastructure system
bastion-jet.princeton.rdhpcs.noaa.gov

running CentOS &.& x86_64 on a Red Hat KVM

This system has the following roles:
CAC Bastion VM server

Welcome to the NOAR RDHPCS.

Attempting to renew your proxy certificate...Proxy certificate renewed.
Proxy certificate has 720:00:00 (30.0 days) lefr.

Welcome to bastion-jet.princeton.rdhpcs.noaa.gov
Gateway to jet.boulder.rdhpca.noaa.gov. and other points beyond

The Jet login node configurations are:
Hostname Description
fel Front end node
fe2 Front end node
fe3 Front end node
fed Front end node
fes Front end node
fed Front end node
fe? Front end node
fed Front end node
tfel Front end node
tfe2 Front end node

¥ou will now be connected to OneNOAR RDHPCS: Jet system
To select a specific host, hit *C within 5 seconds.

Setting up Tectia SSH Client for RHEL/CentOS

Requirements

* Tectia SSH will install on the following RHEL/CentOS version:

RHEL/Cent0S (x86)
Version 6 and 7

RHEL/Cent0S (x86 64)
Version 6 and 7
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* In order to install the Tectia SSH Client, you must have the necessary administrator privileges. You
will either need to login as the root account or be able to sudo to root using the command “sudo su -".
If you do not have this access then please notify your IT system administrator for assistance.

* The Tectia Client installation requires about 140 megabytes of disk space.
* Your system needs to have a CAC reader.
Prerequisites

* The Tetica client uses Coolkey to access the certificates on your CAC. Coolkey should be available in
your distribution.

sudo yum install coolkey

Please Note: Once Coolkey is installed you will need to know the full path to the library, for example
Jusr/lib/pkcs11/libcoolkeypkll.so

Known Issues

* None at this time.

Installation

1) Download the Tectia client

Copy and paste this link into a new tab on your browser:
https://drive.google.com/open?id=0B_s-UDArdhpMMzITQOXLLTVEQzQ

You will have to login with your NOAA email username and password in order to be able to reach the
file. Once you have authenticated and the file is shown in your browser, click on the downloaded
button, located in the upper right corner of your browser.

2) Expand the archive
tar xf tectia-client-6.4.13.36-1inux-x86 64-upgrd-eval.tar
NOTE: the download package includes Tectia documentation .pdf files that you can use after the

basic install described here to learn more, customize, etc. Please review this documentation before
requesting help beyond the scope of this basic setup procedure.

3) Change into the client directory

cd tectia-client-6.4.13.36-1inux-x86 64-upgrd-eval/
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4) Run the installer
rem -i *.rpm
5) Modify your path
The Tetica client gets installed in /opt/tectia/. It is advisable to add the binary directory to your path.

If your default shell is bash then you need to edit your ~/.profile file.
vi ~/.profile

if [ -d "/opt/tectia/bin" ] ; then
export PATH="$PATH:/opt/tectia/bin"
fi

if [ -d "/opt/tectia/man" ] ; then
export MANPATH="$MANPATH: /opt/tectia/man"
fi

If your default shell is csh then you need to edit your ~/.cshrc file.

if ( -d "/opt/tectia/bin" ) ; then
setenv PATH "$PATH:/opt/tectia/bin"
endif

if ( -d "/opt/tectia/man" ) ; then
setenv MANPATH "$MANPATH:/opt/tectia/man"
endif

6) Request a Tectia license

The Tectia software you just installed only has a 45 day evaluation license, and works for all RDHPCS
logons. To request an extended license, please email ONE help request to the help desk of the system
you use the most. Please use the subject “Tectia license request”.

Theia Users: Email help tickets to rdhpcs.theia.help@noaa.gov

Jet Users: Email help tickets to rdhpcs.jet.help@noaa.gov

Gaea Users: Email help tickets to oar.gfdl.help@noaa.gov

7) Install the Tectia license. This step should be completed before your 45 day evaluation license
expires. Once you have received your Tectia “stc64.data” license file via the help system, create the
proper directory for it and move the file to the directory.

cd <download directory>

mkdir /etc/ssh2/licenses/
mv stc64.dat /etc/ssh2/licenses/
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Configuration

Tetica stores it’s configuration in ${HOME}/.ssh2 as an xml file called ssh-broker-config.xml. It is
recommended to use the graphical configuration tool, ssh-tectia-configuration.

1) Launch the configuration client (ssh-tectia-configuration).

(N
efault Connection
i Progy Rules General

;gﬂ:g i Configuration Fil
-~ Connection Frofiles
= User suthentication
i iKeys and Certificates [ ]
i ey Providers
<~ Server Authentication — Cryptographic Library
- Host Keys
e Ch Cgr{:ﬂca[es Select either Standard or FIFS mode for the eryptographic library.
LD&P Servers Mode In the FIF S mode, the cryptographic operations are performed
- CRL Prefetch according o the rules of the FIFS 140-2 standard
Automatic Tunnels

The configuration is read from the following file

— Connection Broker

D Hide tray icon D Show Exit option in tray menu

D Show Conflguration option in tray menu

(— File Security

D Check file and directory access permissions

b3 | | L‘ oK ][ pply ][ Cancel

2) Set a default username under the “Default Connection” item.
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Default Connection

Connection | Authentication | Ciphers | MACs | KEXs | Server | Tunneling |

- Logging

- Clients

-~ Connection Frofiles
ser Authentication Configure basic settings for the connection. New settings will take effect upon next login
;--'Keys and Certificates User T
- Key Providers

=~ Server Authentication

) Use current user namaﬁl
i Host Keys

CaA Certificates @ Specify user name q Timothy .F.Brown J ]
- LDAF Servers

* AL Frefetch Netwark address family

= Automatic Tunnels
Address Tamily ﬂ

Select either [Pvd, IPvE or any address Tamily

TECTIA

ok [ e || conoal

3) Enable X11 Forwarding
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=-General

—I-User Authentication
-Keys and Cettificates
“-Key Providers
=-Server Authentication
-Host Keys

CA Cedificates
LOAP Servers

CRL Frefetch

- Automatic Tunnels

TECTIA

4) Add a PKCS 11 i

Connection | Authentication | Ciphers | MaCs | KEXs

Server

Farwarding Options
Use factory defaults
« Tunnel ¥11 connections

« allow agent Forwarding

Tunneling |

brary under the “Key Providers” item.

018 H Apply H Cancel

=~ General
i Default Connection
- Prowy Rules

i Logging

- Clienta
-~ Connection Frofiles
Anthentication

Host Keys
CA, Certificates
LD&F Servers
- CRL Prefetch
= Automatic Tunnels

Key Providers

Configure providers of external keys and certificates used in user authentication.
PECS#11

| Dynamic library | Slots |

C

TECTIA

ok [ e || conoal
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* Click on the “Add” button.

e —
Dynamic litbralfel iusrlibiokes1 1 fibcoolkeypk11 .30 Browse. ..

Slot:

- Al

) Select [ ]

* Add the full path to the Coolkey library. It should be “/usr/lib64/pkcs11/libcoolkeypkll.so”. Please
check to make sure this is the correct location.

—-General
& Default Cannection H
vy e Key Providers
& Loggin
onfigure providers of external keys and certificates used in user authentication.
Ehggtsg Confi cl if external ki ol certificat: ol thenticat
Connection Profiles FECS#11
—-User Anthentication
. Certificates |Dynam|c library |S\ots |
Y ers Hustiibipkest 1 fibcoolkeypk 11 302l
erver Authentication
- Host Keys
i Ca, Certificates
i LDAF Servers
- CRL Prefetch
e e
il Ll ]
b= | oK Apply Cancel
| B =4 ey | “ ][ ][

* Confirm that the PKCS 11 key providers contains the Coolkey library.

5) Add a new connection profile, under the “Connection Profiles” item.

* Set a profile name, for example “jet”.

* Set the full hostname, for exmaple “bastion-jet.boulder.rdhpcs.noaa.gov”.

* Apply the changes and then click OK.
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—-General

i b-Default Connection
roxy Rules
ageing

lients

onnection Profiles

t

Anthentication
eys and Certificates
- Key Providers
erver Anthentication
-Host Keys

A Certificates
DAP Servers
i RL Frefetch
- putamatic Tunnels

Connection | Authentication | Ciphers | MACs | KEXs | Server | Prowy | Tunneling |

Configure basic settings for the connection. New settings will take effect upon next login
Profile

Frofie n

Host.

Host nale | hastion-jet houlder rohpes noaa.goy Port number | 22

Liser Name:

} Use current user name

) Specify user name

@ Use the Default Connection’s user name

Advanced
Compression <Maones -

Tunrel using profile <MNone> -

sage

This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

Groups

Profilz does not belong to any groups Eciit groups

Test cannection

Acded profile. Aeldd folder Move Delete

* Once the Tetica Client has been configured, you can connect to any of the following CAC bastions.

=
L
-

Boulder, CO

bastion-jet.boulder.rdhpcs.noaa.gov
bastion-theia.boulder.rdhpcs.noaa.gov
bastion-gaea.boulder.rdhpcs.noaa.gov

Princeton, NJ

bastion-jet.princeton. rdhpcs.noaa.gov
bastion-theia.princeton.rdhpcs.noaa.gov
bastion-gaea.princeton. rdhpcs.noaa.gov

Using the Tectia SSH Client

Once Tetica has been configured and the binary directory has been added to your path. You can ssh
into to Jet using your CAC. The Tetica ssh command is “sshg3”.

1) In a terminal window type “sshg3 jet” where “jet” is the name of the connection profile created
under step 4a of the configuration.

2) You will be prompted to save and accept the key for this bastion. The RFC4716 fingerprint is
“c9:06:04:cf.e5:d3:07:e5:8e:3f:f2:c1:a6:22:fb:d8” for bastion-jet.boulder.rdhpcs.noaa.gov. You need
to type “save”.

3) Once the key is accepted you will be prompted for your CAC Pin (“Passphrase for the private key:”)

4) If successful you will see the message “Authentication successful.” and you will be forwarded to a
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Jet front-end host.

Setting up Tectia SSH Client for Mac OS X

At this time, there is no officially supported Tectia client for Mac OS. A suitable client is currently
undergoing testing. Once the testing has been completed and the the client deemed an acceptable
solution, the full instructions will be defined. Until a solution is deployed, please continue to use your
RSA SecurelD token for remote access to R&D HPC Systems.

Requirements
Prerequisites

Installation

Configuration

Using the Tectia SSH Client

Known Issues
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